[image: image1.png]UCDAVIS Logout.
@ MyInfoVault o | Contact s
Mome | EnterData” CvT WINBisketch packet/Ooser” o | tisaJohnston

A Homs > packet Meny > Dasian My Packet > Manage Formst Options Selact Esculty Account

Manage Format Options

Format entire field(s) contents:

Field Name. Format Option(s)
Author: Fe 1y

Fe F1ly
Fe 1My
Fe F1 My

Fe F1ly

Format pattern(s) in fields:

Add = New Pattern Format

Fisld: | Athor Format: "B [71 Wy Delete this pattern Format

Save | [Reset

Copyright © 2007 The Regents of the University of California




[image: image2.png]2.2007

Newton IL, Woyke T, Auchtung TA, Dily GF, Dutton RJ, Fisher MC,
Fontanez KM, Lau E. Stawart FJ, Fichardson PI, Barry KW, Saunders E,
Dattar JC, Wu D, Efsen JA, Cavanaugh CM. The Calypiogena magnifica
chemoautofiophic symbiort genoms. Scince, 315: 918-1000

Clck Heve For Aride.






MyInfoVault Policy Decision to Remove HTML Codes
October 30, 2007

Background

The current MIV application allows HTML codes to be entered and stored directly in the database. During the architectural upgrade this practice has been found to cause immediate problems for creating the MIV PDF documents and for maintaining MyInfoVault as a data repository.
Typically the HTML codes have been used for text formatting (bold, underline, italics, and line breaks). Other HTML codes have been used such as adding links for URLs or creating tables, however; the use of these HTML codes is minimal.

Of the HTML codes that have been entered in the database, there is a significant amount of HTML code that has been entered incorrectly.  The upgraded method to create MIV PDF documents (packet, CV, and NIH Biosketch) will not process invalid HTML codes. Furthermore, this practice undermines the principles of a database repository. The database is not housing pure data when HTML codes (valid or invalid) are stored in the database. Exchanging data will be difficult because other systems are not able to handle the HTML code delivered with the data. 
Proposed Policy Decision 

HTML codes must be removed from the MIV database and MIV should provide the only method for adding formatting options.  The existing formatting that was available by using HTML codes would have to be reapplied using MIV-provided format options. This will prevent HTML codes from being stored in the database.

Options for Implementing the Policy
Process to provide formatting and eliminate HTML codes

The statistics (see Appendix A) indicate that HTML codes are used to add formatting to the text in the following fields:

· Author

· Title (of citation)

· Publication Name

· Contributions to Jointly Authored Works
Format options for formatting the Authors field with bold, italic and underline are currently available in MIV. A new method to apply format options could be provided for the Author, Title, Publication Name, and Contributions to Jointly Authored Works fields that would expand on the existing format options in MIV (see Appendix B).  The existing formatting that was available by using HTML codes would have to be reapplied using MIV-provided format options.
The existing Additional Information data entry forms could be modified to include a WYSIWYG editor to allow free-form entry, formatting, and line break functionality. This would allow HTML to be entered directly into the system for only these forms and that data would not be considered as part of the repository. 
The use of superscript and subscript text is often used in titles in the math and physics departments. Titles of journal articles, as published, do contain super and subscripts and this presents a legitimate exception to the no HTML policy. Superscript or subscript settings could be provided by a button feature to change the selected text. The text would be displayed as HTML code in the data entry fields, and would be displayed properly as superscript and subscript on the screen preview and in the PDF.

HTML codes will no longer render data as HTML formatted text. The only allowable HTML codes will be for superscript and subscript.

Formatting options that will not be allowed
Adding a URL link would not be allowed (in fields other than URL fields), as this presents a security issue for cross site scripting attacks, which is a vulnerability that allows attackers to inject other programming code into an application to fool a user in order to gather data from them. Other HTML codes for tables and special formatting would not be allowed in the database.

Removal of the existing HTML Codes
Existing HTML code would be removed and only the current MIV formatting process would be allowed.  The process to remove HTML code can be done programmatically.  However, invalid HTML code cannot be programmatically removed, as the HTML codes may need to be reviewed and removed manually so as to not alter the data. The process to edit the HTML code can be performed by either students and/or users.  Any HTML codes that were removed programmatically will need to be reapplied by using the MIV-provided formatting process.
Process to remove the HTML code
1. Student assistants can correct the invalid HTML code.
2. Programmatically search the data to identify and remove the valid HTML code.

3. Formatting options can be re-applied using the new  Format Options feature (see Appendix B).

These options assume the application will be released with restrictions on entering HTML codes and the new formatting process. Any invalid HTML codes will need to be removed before MIV documents can be generated. The removal will be done by users or student assistants (depending on the option chosen), once the changes are released.
The removal effort will be validated to confirm that all HTML code has been removed from the MIV database and will be performed by the MIV Team.

Consequences of the Policy Decision
1. The policy decision must be implemented in the upgraded application. An effort to retrofit or prevent HTML code in the old application would not transfer to the new application and the amount of work or rework is too great and will delay the new application.
2. Resources (users or student assistants) will be required to clean up the invalid data before the MIV documents can be generated.

3. Users must learn new business rules and methods to format the data.

4. Users may be dissatisfied with the restrictions to not allow HTML codes for special formatting such as, URL links (in fields other than URL fields), tables, and line breaks, etc.
5. MIV would become a true database repository.

6. MIV formatting would be easier in that fields or patterns would be identified once and the formatting would be applied globally throughout.

7. MIV data would be cleaner and less likely to be corrupted in the future.

8. MIV data would be more easily shared to external sources.

9. Data imports into MIV would be easier and more accurate.

10. MIV database would be at less risk to cross-site scripting attacks.
Order of Magnitude Estimate
One resource for four months to build:

1. New database tables and formatting methods.
2. New user interfaces to add formatting based on the new business rules.

The duration to complete the clean up is unknown at this time.
Appendix A
Statistics and Information about HTML Codes

Statistics of HTML Code Currently Found in Publications, Extending Knowledge, and Honors & Awards sections of the Packet

Special character HTML codes are not included in the statistics.

Users with HTML codes in the Publications, Extending Knowledge, and Honors & Awards sections of their packet: 38% (694 users out of 1833 active users; 2967 accounts in the system)

HTML codes used in the Publications, Extending Knowledge, and Honors & Awards form fields to:

Underline





42%

Italic






33%

Bold






17%

Line break (<br>)




 7%

add a URL link (A HREF=)



 1%
100%

HTML codes used in the Publications, Extending Knowledge, and Honors & Awards form fields:

Author field


45%

Title (of citation) field


25%

Publication Name field


18%

Contributions to Jointly Authored Works field
 8%

Significance of Research field


 2%

All other fields


 2%
100%

Common HTML Code Errors Currently Found in Packets

· Mixed case HTML code. Example: <B> instead of <b>

· Empty tags are not closed. Example: <br> must become <br/>

· Carriage returns (\r) should be removed.

· The characters <, >, &, “, ‘ must be replaced by &lt;, &gt;, &amp;, &quot;, and &apos;.
· Tags with numbers (e.g. <13>) must be removed. These have no meaning in XML or HTML.

· Unicode characters in the Greek block must be replaced by equivalent numeric entity references.

· Font tags specifying Greek characters must be replaced with the equivalent numeric entity reference. 

· Example:  <font face='symbol'>a</font> change to &945;

· The HTML entity (a non-breaking space) must be replaced with (the XML version of a non-breaking space).

· Proprietary characters like smart quotes (“”) from Microsoft Word must be replaced with equivalent characters.
· See attached Invalid HTML Code Examples
Allowable HTML codes
The Additional Information data entry form could be used for information that is entered in the Significance of Research field. Review of the data indicates this field is used for more than significance information. Therefore, the Additional Information field could be used for formatting text while the Significance of Research" field would remain a plain text field, without formatting options, and continue to be part of the data repository.
Subscript and superscript HTML codes will be allowed.

Invalid HTML Code Examples
Example 1: Use of HTML Formatting Stored Directly in the Database.

Journal-Submitted (Adams, Thomas E.)
The Significance of Research field in the last Journal-Submitted entry is used to display a legend.
Code Used:

<br><br><br><br><br><br><br>
<br><br><br><br><br>

<b>a = graduate student<br>

b = faculty<br>

c = visiting scientist<br>

d = extension specialist<br>

e = staff research associate</b>
Example 2: Use of HTML Links in Fields Other Than Designated URL Field
Journal-Published (Eisen, Jonathan)
Links have been added to the Publication Name field.
Code Used: <A HREF="http://www.ncbi.


nlm.nih.gov/entrez/query.fcgi?db=pubmed&cmd=
Retrieve&dopt=AbstractPlus&list_uids=17303757&
query_hl=1&itool=pubmed_docsum" > Science
Appendix B

New Method for Applying Formatting

· Fields can have format options of bold, underline, and italic (new!) applied. 

· Fields can be chosen individually (Author, Title, Publication Name, Contributions to Jointly Authored Works) or collectively using the “All fields (listed above)” option.

· Patterns (e.g., James O’Connor) within fields (Author, Title, Publication Name, Contributions to Jointly Authored Works) can have format options (bold, italic, or underline) applied.

· There is no limit to the amount of patterns that can be formatted.

· Formatting is handled separately from data.  This process will not insert HTML code into the database, and the integrity of the MIV database repository is maintained.
NEW Format Options Prototype
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