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Introduction

Overview

The MyInfoVault Web site was redesigned and technologically improved in Versions 2 (data entry and packet creation upgrade), Version 2.1 (CV and NIH Biosketch creation upgrade), and Version 2.2 (addition of Data Imports). These upgrades have greatly improved the processes for adding data into the system so that a dossier can be easily created.
One time recommendation letters are currently added to a candidate’s packet manually through data entry forms.  This process is time consuming, inefficient and does not accommodate all of the different types of letters that can be included with a candidate’s dossier.  A PDF upload utility is presently available for the Department Letter, and this same utility is now needed for the other existing letters in MIV.

A document upload will be added for the DESII report and Extending Knowledge data categories.

Definitions

DESII:  The Data Editing System for Instructional Information report listing course information.

PDF:  A Portable Document Format file.

PDF Upload:  A PDF file that can be transmitted from a user’s computer to the MyInfoVault system and added to a candidate’s packet.

Implementation

Goals/Objectives

The goal is to make the addition of data and letter documents to the dossier in MIV faster and as easy as possible for the user. 
Approach

MIV has an existing PDF document upload utility feature for some of its data categories and letters.  That same utility will now be leveraged for existing letters, the DESII Report and Extending Knowledge data categories in MIV.  

The DESII report PDF upload utility will be accessible from the top navigation menu “Enter Data” tab in the “Teaching” section.   Once uploaded, the DESII report will appear at the beginning of the “Teaching, Advising and Curricular Development” document in the dossier.  More than one DESII Report can be uploaded in the system.  Print options can refine which report will appear in the dossier.

The Extending Knowledge PDF upload utility will be accessible from the top navigation menu “Enter Data” tab in the “Extending Knowledge” section.   Once uploaded, Extending Knowledge PDF’s will appear at the end of the “Extending Knowledge” document in the dossier.  More than one Extending Knowledge PDF can be uploaded in the system.  Print options can refine which PDF will appear in the dossier.

All letter PDF upload utilities will be accessible from their letter data entry form pages.  PDF uploads will appear in the dossier in the same location as the current manually entered letters.  MIV is not a document repository and will only add only one PDF document per letter type, except for “Other Letters/Recommendations,” in which up to five PDF documents can be added and “CAP’s Recommendation,” in which up to two PDF documents can be added.  All PDF documents can be deleted and replaced.  If a letter has been added to MIV via PDF upload and through the letter data entry form, only the PDF document will appear in the dossier.
  A PDF upload utility will be added for the following data:

•
DESII Report

•
Extending Knowledge

•
Joint Appointment Department Letter (regular and VetMed) 
•
Joint Appointment Other Letter
•
Other Letters/Recommendations
•
Dean’s Recommendation letter

•
CAP’s Recommendation letter

•
FPC’s Recommendation letter`

A PDF upload utility currently exists, and will not be changed during this upgrade, for the following data:

· Agricultural Experiment Station (data entry)

· Candidate’s Statement (data entry)

· Organizational Chart

· Department Letter (regular and VetMed)

A PDF upload utility will not be added for the following data/letters during this upgrade:
· Dean’s Final Decision

· Provost’s Final Decision

· Recommended Action Form

· Student Evaluations

· External (Extramural) Letters

· Extramural Solicitation Letters

· Appeals (Rebuttals) Letters

· Post-Audit Letters

· Ad Hoc Comments

· Appointment Form

· List of Reviewers

Requirements

Architecture
The requirements stated below are solutions to existing problems in order to illustrate the gains in usability, performance, and security.

The system will be developed with the following requirement assumption: 



Users of the MIV system will have or obtain a Kerberos Account at: http://ComputingAccounts.ucdavis.edu
General
1. Modify the underlying architecture to support the document upload process for letters, the DESII Report and Extending Knowledge data categories.

2. Improve the performance of the letter addition/upload process.

3. Preserve the Version 2 upgrade architecture and technology used so that future improvements and fixes are easier to implement.

4. All pages containing the “Upload a PDF” link will have the Version 2 top navigation menu, styles, layout and links applied to the page design.

5. All browser titles will be consistent with Version 2:  “MIV – [page title]”

6. All <h1> headers will be the page titles.

7. All breadcrumbs will reflect the data and document uploads architecture (see Document Uploads section below).
System Security and Availability 
1. Strict adherence to UC Davis Cyber-Safety requirements (Level 1 and 2).

2. Use of UC Davis Central Authentication Services (CAS) for sign on. This will provide the ability to profile users based on their Kerberos ID.

3. For system-to-system communication over the Internet, the HTTPS protocol must be used to protect communication confidentiality at all times.

4. System will not recommend browser “bookmarking” of any page.

5. System will not recommend multiple browser windows to be opened.

6. System will implement technologically independent of computer platforms and transmission protocols.

7. System must support an audit trail and application logging.  

a. Audit trails must record the user whose data is uploaded, date the data was uploaded, and who uploaded the data.

8. User authorization levels must be supported to manage access to system functions and sensitive information.  
Privacy
1. The confidentiality, privacy and integrity of sensitive data must be protected.
Standards
1. The design and development of this system should be compliant with all relevant guidelines established by Section 508 which requires that Federal agencies' electronic and information technology be accessible to people with disabilities.  More information about Section 508 is available at www.section508.gov
2. System front-end web interface should use University color palette and comply with University supported browsers. 

3. System front-end web interface will display the UC Davis logo on every page.  The image will be a link back to the UC Davis home page. 

4. System will use custom MIV cascading style sheets for design and display consistency.

5. System will provide one global navigation menu on all screens.
What Will Be Changing

1. UC Davis Central Authentication Services (CAS) will be used for authentication instead of the UC Davis Distributed Authentication (DistAuth) services.
2. A PDF upload utility will be added for the DESII Report and Extending Knowledge data categories.
· The DESII Report will appear at the beginning of the “Teaching, Advising and Curricular Development” document in the dossier.
· The Extending Knowledge PDF will appear at the end of the “Extending Knowledge” document in the dossier.

3. A PDF upload utility will be added and available for the following data:

· DESII Report
· Extending Knowledge

· Joint Appointment Department Letters (Redelegated/Non-redelegated actions) 
· Other Letters/Recommendations and Joint Appointment Other Letters/Recommendations (Redelegated/Non-redelegated actions)

· Dean’s Recommendation (Non-redelegated actions)

· FPC’s Recommendation (Redelegated actions)

· CAP’s Recommendation (Non-Redelegated actions)

4. PDF uploads will be accessible from their letter data entry form pages.
5. PDF uploads will appear in the dossier in the same location as the current manually entered letters.

6. MIV will indicate the year PDF documents have been uploaded.

· PDF documents will display in ascending order by year by default.
7. Only one PDF upload can be added per document letter type, except for “Other Letters/Recommendations,” in which up to five PDF uploads can be added and “CAP’s Recommendation,” in which up to two PDF documents can be added. 
8. PDF Uploads will have a maximum file size limit of 10MB.
9. PDF Upload utility confirmation message page will display a “Back” button that will return the user to the preview page of the data category/letter for which the PDF was uploaded.
10. All PDF uploads will appear with “Bookmarks” in the dossier PDF document.

What Will Not Be Changing
1. Only PDF format documents can be uploaded into MIV.

2. All letter data entry forms currently available in MIV will remain in the system.

· The special character palette will remain available for all letter data entry forms.

3. Any PDF upload can be deleted and replaced. 
Note:  You cannot “replace” a PDF upload without deleting it first.

4. PDF uploads cannot be given a custom name, and will continue to be titled “PDF Document.”
5. If a PDF upload and a manually entered letter (via the letter data entry form) have been added, the PDF upload will display and the manually entered letter will not in the dossier (both will appear in the preview). 
6. The PDF upload utility that is available for Department letters will remain the same.
7. Dean’s Final Decision (Redelegated actions) will not have a PDF upload.  The decision appears in the Recommended Action Form (RAF).


Note:  Dean’s Final Decision (Redelegated actions) is not the same as Dean’s Recommendation (Non-redelegated actions), which will have a PDF upload utility available via Other Letters/Recommendations at the Dean’s level.

8. Provost’s Final Decision (Non-redelegated action) will not have a PDF upload.  The decision appears in the Recommended Action Form (RAF).

9. DESII Report and Extending Knowledge PDF uploads will only appear in the packet (not the CV).
Navigation -- See Document Uploads Prototype
1. DESII Report PDF upload functionality will be accessible from only the “Enter Data > Teaching > DESII Report” top navigation menu. 

a. All MIV users will have access to the DESII Report PDF upload tab.
b. The “DESII Report” tab, when selected, should direct the user to the “DESII Report” page. 

c. Users can navigate back to a previous screen using the top navigation menu, “Breadcrumbs,” or the browser “Back” button.
2. Extending Knowledge PDF upload functionality will be accessible from only the “Enter Data > Extending Knowledge > Upload a PDF” top navigation menu. 

a. All MIV users will have access to the Extending Knowledge PDF upload tab.

b. The “Upload a PDF” tab, when selected, should direct the user to the “Extending Knowledge” page. 

c. Users can navigate back to a previous screen using the top navigation menu, “Breadcrumbs,” or the browser “Back” button.
3. All letter PDF upload utilities will be accessible from their letter data entry form pages.   These forms are located under the “Packets” header “Merit/Promotion/Appraisal Packets” link.  Select the name of a Faculty to open the packet routing menu.  The links to access letter data entry form pages are located in the list of options.

DESII Report -- See Document Uploads Prototype: DESII Report/DESII
1. The DESII Report PDF upload utility will be accessible from the top navigation menu “Enter Data” tab in the “Teaching” section.

2. DESII Report PDF documents will appear at the beginning of the “Teaching, Advising and Curricular Development” document in the dossier.

a. DESII Report PDF uploads will only appear in the packet (not in the CV).

i. DESII Report preview page will display “(This data appears in the Packet.)”

3. DESII Report PDF documents can be resequenced in any order (the default will be ascending). 

4. “Design My Packet” print options can refine which PDF (if there are multiple PDF documents) will appear in the dossier.
5. On the DESII Report preview page an “Add a New Record” button will appear above the <h2> header.

a. If there are no PDF documents uploaded only the “Add a New Record” button will appear above the <h2> header.

b. If there are PDF documents (one or more) uploaded, then a second “Add a New Record” button will appear at the bottom of the list. Similar to all data entry screen “Add a New Record” buttons.
c. When selected, the “Add a New Record” button will direct the user to the “Add ‘DESII Report’” page.

6. Each PDF upload will have a corresponding “Delete” button on the DESII Report preview page.

a. The “Delete” button will delete the PDF document after a pop-up warning message indicating “This record will be permanently deleted.”  The record will only be deleted if the user selects “OK” in the pop-up message.  Selecting “Cancel” will return the user to the Extending Knowledge: PDF Upload preview page.

b. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF document without deleting it first.
7. There will be no manual data entry available for the DESII Report, only PDF uploads.

8. There is no limit to the amount of DESII Report PDF documents that can be created and uploaded.

9. The current “MIV Online Upload Utility” will be leveraged for PDF uploads.  
a. See “PDF Upload Confirmation” below.

10. DESII Report will appear in EDMS archived dossiers.
11. DESII Report PDF uploads will appear with a “Bookmark” in the dossier PDF document.

Extending Knowledge -- See Document Uploads s Prototype: Extending Knowledge
1. Same requirements as DESII Report listed above.
Joint Appointment Department Letters -- See Document Uploads s Prototype: Joint Department Letters
1. Only one Joint Appointment Department Letter can be uploaded.

2. Joint Appointment Department Letters will be identified separately in the system from Department Letters.

3. PDF uploads will be accessible from their letter data entry form pages.

4. PDF uploads will appear in the dossier in the same location as the current manually entered letters.

a. PDF uploads will only appear in the packet (not in the CV).

5. MIV will indicate the year PDF documents have been uploaded.

6. PDF Uploads will have a maximum file size limit of 10MB.

7. Document Uploads will appear with year submitted, a link called “PDF Document,” and letter type of “Joint Appointment Department Letter.”
a. “PDF Document” link will open and display the PDF document when selected.

8. All letter data entry forms currently available in MIV will remain in the system.

a. The special character palette will remain available for all letter data entry forms.
9. Any PDF upload can be deleted and replaced. 

Note:  You cannot “replace” a PDF upload without deleting it first.

10. PDF uploads cannot be given a custom name, and will continue to be titled “PDF Document.”

11. If a PDF upload and a manually entered letter (via the letter data entry form) have both been added, the PDF upload will display and the manually entered letter will not display in the dossier. 
12. On the letter preview page an “Upload a PDF” link will appear directly below the manual data entry form.

a. When selected, the “Upload a PDF” button will direct the user to the “MIV Online Upload Utility.”
13. Each PDF upload will have a corresponding “Delete” button on the letter preview page.

a. The “Delete” button will delete the PDF document after a pop-up warning message indicating “This record will be permanently deleted.”  The record will only be deleted if the user selects “OK” in the pop-up message.  Selecting “Cancel” will return the user to the letter preview page.

b. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF document without deleting it first.
14. The current “MIV Online Upload Utility” will be leveraged for PDF uploads.  

a. See “PDF Upload Confirmation” below. 
12. Joint Appointment Department Letters will appear in EDMS archived dossiers. 

13. Joint Appointment Department Letters PDF uploads will appear with a “Bookmark” in the dossier PDF document.
Other Letters/Recommendations and Joint Appointment Other Letters/Recommendations -- See Document Uploads Prototype: Other Letters/Recommendations
1. Up to five Other Letters/Recommendations letters and five Joint Appointment Other Letters/Recommendations letters can be uploaded.

a. Note:  Dean’s Recommendation letter is an “Other Letters/Recommendations.”
2. Joint Other Letters/Recommendations Letters will be identified separately in the system from Other Letters/Recommendations Letters.

3. PDF uploads will be accessible from their letter data entry form pages.

4. PDF uploads will appear in the dossier in the same location as the current manually entered letters.

a. PDF uploads will only appear in the packet (not in the CV).

5. MIV will indicate the year PDF documents have been uploaded.

a. PDF documents will display in ascending order by year by default.

6. PDF Uploads will have a maximum file size limit of 10MB.

7. Document Uploads will appear with year submitted, a link called “PDF Document,” and letter type of “Joint Other Letters/Recommendations Letters.”

a. “PDF Document” link will open and display the PDF document when selected.

8. All letter data entry forms currently available in MIV will remain in the system.

a. The special character palette will remain available for all letter data entry forms.
9. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF upload without deleting it first.

10. PDF uploads cannot be given a custom name, and will continue to be titled “PDF Document.”

11. If a PDF upload and a manually entered letter (via the letter data entry form) have been added, the PDF upload will display and the manually entered letter will not. 
12. On the letter preview page an “Upload a PDF” link will appear directly below the manual data entry form.

a. When selected, the “Upload a PDF” button will direct the user to the “MIV Online Upload Utility.”

13. Each PDF upload will have a corresponding “Delete” button on the letter preview page.

a. The “Delete” button will delete the PDF document after a pop-up warning message indicating “This record will be permanently deleted.”  The record will only be deleted if the user selects “OK” in the pop-up message.  Selecting “Cancel” will return the user to the letter preview page.

b. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF document without deleting it first.
14. The current “MIV Online Upload Utility” will be leveraged for PDF uploads.  

a. See “PDF Upload Confirmation” below.
14. Other Letters/Recommendations and Joint Appointment Other Letters/Recommendations will appear in EDMS archived dossiers. 

15. Other Letters/Recommendations and Joint Appointment Other Letters/Recommendations PDF uploads will appear with a “Bookmark” in the dossier PDF document.
Dean’s Recommendation -- See Document Uploads Prototype: Dean’s Recommendation
1. Only one Dean’s Recommendation letter can be uploaded.

a. Note:  Dean’s Recommendation letter is an “Other Letters/Recommendations.”
b. Note:  Dean’s Final Decision (Redelegated actions) is not the same as Dean’s Recommendation (Non-redelegated actions).

2. PDF uploads will be accessible from their letter data entry form pages.

3. PDF uploads will appear in the dossier in the same location as the current manually entered letters.

a. PDF uploads will only appear in the packet (not in the CV).

4. MIV will indicate the year PDF documents have been uploaded.

5. PDF Uploads will have a maximum file size limit of 10MB.

6. Document Uploads will appear with year submitted, a link called “PDF Document,” and letter type of “Dean’s Recommendation Letter.”

a. “PDF Document” link will open and display the PDF document when selected.

7. All letter data entry forms currently available in MIV will remain in the system.

a. The special character palette will remain available for all letter data entry forms.
8. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF upload without deleting it first.

9. PDF uploads cannot be given a custom name, and will continue to be titled “PDF Document.”

10. If a PDF upload and a manually entered letter (via the letter data entry form) have been added, the PDF upload will display and the manually entered letter will not. 
11. On the letter preview page an “Upload a PDF” link will appear directly below the manual data entry form.

a. When selected, the “Upload a PDF” button will direct the user to the “MIV Online Upload Utility.”

12. Each PDF upload will have a corresponding “Delete” button on the letter preview page.

a. The “Delete” button will delete the PDF document after a pop-up warning message indicating “This record will be permanently deleted.”  The record will only be deleted if the user selects “OK” in the pop-up message.  Selecting “Cancel” will return the user to the letter preview page.

b. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF document without deleting it first.
13. The current “MIV Online Upload Utility” will be leveraged for PDF uploads.  

a. See “PDF Upload Confirmation” below.
16. Dean’s Recommendation Letter will appear in EDMS archived dossiers. 
17. Dean’s Recommendation Letter PDF uploads will appear with a “Bookmark” in the dossier PDF document.

CAP’s Recommendation -- See Document Uploads Prototype: CAP’s Recommendation
1. Up to two CAP’s Recommendation letters can be uploaded.

2. PDF uploads will be accessible from their letter data entry form pages.

3. PDF uploads will appear in the dossier in the same location as the current manually entered letters.

a. PDF uploads will only appear in the packet (not in the CV).

4. MIV will indicate the year PDF documents have been uploaded.

5. PDF Uploads will have a maximum file size limit of 10MB.

6. Document Uploads will appear with year submitted, a link called “PDF Document,” and letter type of “CAP’s Recommendation Letter.”

a. “PDF Document” link will open and display the PDF document when selected.

7. All letter data entry forms currently available in MIV will remain in the system.

a. The special character palette will remain available for all letter data entry forms.

8. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF upload without deleting it first.

9. PDF uploads cannot be given a custom name, and will continue to be titled “PDF Document.”

10. If a PDF upload and a manually entered letter (via the letter data entry form) have been added, the PDF upload will display and the manually entered letter will not. 
11. On the letter preview page an “Upload a PDF” link will appear directly below the manual data entry form.

a. When selected, the “Upload a PDF” button will direct the user to the “MIV Online Upload Utility.”

12. Each PDF upload will have a corresponding “Delete” button on the letter preview page.

a. The “Delete” button will delete the PDF document after a pop-up warning message indicating “This record will be permanently deleted.”  The record will only be deleted if the user selects “OK” in the pop-up message.  Selecting “Cancel” will return the user to the letter preview page.

b. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF document without deleting it first.
13. The current “MIV Online Upload Utility” will be leveraged for PDF uploads.  

a. See “PDF Upload Confirmation” below. 
14. CAP’s Recommendation Letter will appear in EDMS archived dossiers.

15. CAP’s Recommendation Letter PDF uploads will appear with a “Bookmark” in the dossier PDF document.

FPC’s Recommendation -- See Document Uploads Prototype: FPC’s Recommendation
1. Only one FPC’s Recommendation letter can be uploaded.

2. PDF uploads will be accessible from their letter data entry form pages.

3. PDF uploads will appear in the dossier in the same location as the current manually entered letters.

a. PDF uploads will only appear in the packet (not in the CV).

4. MIV will indicate the year PDF documents have been uploaded.

5. PDF Uploads will have a maximum file size limit of 10MB.

6. Document Uploads will appear with year submitted, a link called “PDF Document,” and letter type of “FPC’s Recommendation Letter.”

a. “PDF Document” link will open and display the PDF document when selected.

7. All letter data entry forms currently available in MIV will remain in the system.

a. The special character palette will remain available for all letter data entry forms.

8. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF upload without deleting it first.

9. PDF uploads cannot be given a custom name, and will continue to be titled “PDF Document.”

10. If a PDF upload and a manually entered letter (via the letter data entry form) have been added, the PDF upload will display and the manually entered letter will not. 
11. On the letter preview page an “Upload a PDF” link will appear directly below the manual data entry form.

a. When selected, the “Upload a PDF” button will direct the user to the “MIV Online Upload Utility.”

12. Each PDF upload will have a corresponding “Delete” button on the letter preview page.

a. The “Delete” button will delete the PDF document after a pop-up warning message indicating “This record will be permanently deleted.”  The record will only be deleted if the user selects “OK” in the pop-up message.  Selecting “Cancel” will return the user to the letter preview page.

b. Any PDF upload can be deleted and replaced. 


Note:  You cannot “replace” a PDF document without deleting it first.
13. The current “MIV Online Upload Utility” will be leveraged for PDF uploads.  

a. See “PDF Upload Confirmation” below. 
16. FPC’s Recommendation Letter will appear in EDMS archived dossiers.
17. FPC’s Recommendation Letter PDF uploads will appear with a “Bookmark” in the dossier PDF document.

PDF Upload Confirmation -- See Document Uploads Prototype
1. The current “MIV Online Upload Utility” will be leveraged for PDF uploads.  

2. Document Uploads will either succeed or fail entirely.  
3. Only PDF documents can be uploaded. 

4. PDF Uploads will have a maximum file size limit of 10MB.

5. PDF uploads cannot be given a custom name, and will continue to be titled “PDF Document.”

6. A confirmation message is displayed when the PDF upload process is completed successfully.

· If the maximum number of allowable PDF documents has been reached, the system will display an error message:
“The maximum of [ 1 ] documents have been uploaded for this letter type.  Please delete an existing PDF document in order to upload a new document.”
· Confirmation message page will display a “Back” button that will return the user to the preview page of the data category/letter for which a PDF was uploaded.
· NOTE:  An error message is NOT displayed if a non-PDF document is uploaded.
PDF Upload documents in the Packet -- See Document Uploads Prototype
1. When packet documents are reviewed or combined during the workflow routing process, Document Uploads will appear in the list of documents with:

a. title of “PDF UPLOAD - ” and letter type: (e.g., “PDF Upload - FPC’s Recommendation:”)
Risks and Assumptions
1. PDF created from third party PDF creation software may not render or cause errors in the upload process.

2. Extremely large document uploads may cause errors in the system.

3. Extremely large document uploads may cause a reduction in system performance.
4. Extremely large document uploads may cause AFS space quota’s to be exceeded.

5. Document uploads are not considered part of the database repository.
6. User training and communications may be required.
Summary of Enhancements

The document upload process should be designed with the following features:

1. System Scalability: The document upload process should be able to accommodate increases in the allowances of documents that can be uploaded.
2. Application Robustness: The document upload process should be so robust that it would not normally require intervention from the MIV application developers. 

3. Improved System Performance: The document upload process should process all documents efficiently and render dossiers rapidly.

4. Database Schema Robustness:  A secure and well structured database incorporating logging to protect sensitive data from accidental or fraudulent misuse.

5. Privacy and Security:  Enforcement of stringent security permissions for authorization access levels to protect sensitive data.

6. Simplified Systems Administration:  The data imports interface should be intuitive and easy for users to operate.

Technical Specifications that will be added to this document

1. Database structure modifications.
2. AFS space quota modifications.

3. Software modifications.

4. Security specifications.

5. System performance.
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